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Comments
Initial document

Added Xs2A endpoints documentation

Added OAuth2 server documentation

Added missing code examples

Added Oauth2 authorization and token endpoints description and
CURL examples

Added PIS endpoint’s response examples

Added testing data documentation

Added AIS, PIS authorization endpoint’s documentation

Added PIS delete endpoint documentation

Added AIS redirect and decoupled authorization workflow charts
and documentation

Added PIS redirect and decoupled authorization workflow charts
and documentation

Added payment state change diagram and description

Added consent model table

Added decoupled authorization documentation

Updated JSON request/response examples

Updated payment and consent decoupled methods documentation
Added PSU request context data documentation

Added missing authorization header description

Added available authentication method endpoint

Changed decoupled authorization logic

Removed update decoupled authorization endpoint

Added refresh token endpoint

Added remmitance structured support

Added invalidate token endpoint

Fixed global consent model description and logic

Updated payment state schema

Added owner name in accounts responses

Fixed credit and debtor mixed information

Removed absolute URL’s from steering links

Added consent/payment authorization endpoints descriptions
Added pagination and query filter to transaction list endpoint
Added error codes description

Updated error codes

Added user info endpoint

Addede extended service: recent beneficiaries

account information service provider

application programming interface
account servicing payment service provider
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PSD2 payment service provider

PIISP card-based payment instrument issue
PISP payment initiation service provider
PSP payment services providers

PSU payment service user

SCA strong customer authentication

TPP third party provider

e Character set - UTF-8
e Transport protocol
o HTTPversion 1.1
o TLSversion1.2
e Application protocol
o RESTful with HAL support
e Authorization protocol
o Oauth2/redirect
o Decoupled
e Data formats
o JSON
o XML
e Data model - 1ISO 20022

2. Developer’s site

For testing and mutual partnership purposes, a developer site has been created. Every market participant
now can register through the developer’s site registration form and create PSD2 API clients. This later could
be used for accessing Xs2a endpoints. Also, there is implemented functionality for generating TPP QWAC,
QSEAL certificates for testing purposes. The developer’s site can be accessed via

link.

User registration form can be accessed from the main page via the Register tab (Figure 1). During the user
registration process, please provide a valid format, existing email address and user password that meet
required complexity (min. 6 characters including lowercase, uppercase, and alphanumerical symbols). The
Organization/full name field is not mandatory. After successful registration you will be redirected to login
page with success message (Figure 1) and an account confirmation email will be sent to your mailbox
shortly. Please click confirmation link inside email message to finish user registration process. A
confirmation link will be available one hour after generation.


https://developers.i-unija.lt/
https://developers.i-unija.lt/
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P <=
< Lku $2LKU

Kradito uniju grupe

Developer portal Developer portal

Regjistration succeed. Account activation link sent

Login Register to rsabaliauskas@Ilku.lt email and will be valid one
hour.
Email*
‘ ‘ Login Register
Password* Username
Confirm password* Password
Organizetion/full name LOGIN
Forgot password ?

I'm not a robot .
reCAPTCHA
Privazy-Term

Figure 1. Registration form and success registration message

Troubleshooting guide

Not receiving confirmation link email. If the confirmation has not been received during few minutes
period firstly, please check spam folder. Maybe your email server filters classified confirmation email as
spam. Otherwise, if the spam folder is empty, please go to the developer ‘s site login screen and try to login
with your credentials. If the account is not active you will get an error message with activation email resend
link. Click the resend activation link and you will be redirected to resend form where you must enter your
email address that was used during registration process (Figure 2).

>

Developer portal Developer portal

User account is not active. Please activate account
by clicking link insidle email or resend activation link Enter email acldress™

Login Register

SEND ACTIVATION
Username

Password

Forgot password ?

Figure 2. Inactive account error message and activation link resend form
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Confirmation link expired. There could be a situation when you forgot for some reasons to click
confirmation link inside email then after one-hour link will expire. Clicking an expired activation link will
redirect you to the login form with corresponding error message together with activation resend link.
Clicking this link will bring you to the activation link resend form from Figure 2.

Account confirmation token expired Resend
activation link

Login Register

Username

Password

Forgot password ?

After successful login user will be redirected to the main welcome page. On the left side of the page, a
menu column is displayed. There are only three menu items at this version. A TPP/user which wants to start
working with the PSD2 API firstly must register client application and get client credentials which later will
be used with Oauth2 authorization code grant flow during the token request process. The first one is Add
application menu item. This menu item will redirect the user to the client application add/edit form (Figure
4). In the newly opened form, a user must fill in mandatory fields: application name, OAuth redirect URL.
Application name could be any text without any limitation to symbols only limited to the 128 lengths. An
OAuth redirect URL is a URL the authorization server will redirect the user back to the application with
either an authorization code or access token in the URL. Because the redirect URL will contain sensitive
information, it is critical that the service does not redirect the user to arbitrary locations. A user must use
the same URL with third-party OAuth client during the authorization process. Using mismatched URL will
lead to Oauth error. A Scope filed is not important at this version of API. It only applies the same rule as the
OAuth redirect field. If you specify this field it should match with the value passed from third-party OAuth
client. A Client ID and Client secret values will be generated after form submit.
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Register new application
Application name*

Client ID

‘ for new clients will be generated automatically... |

Client secret

‘ will be generated automatically.. |

Qauth redirect url*

‘ http://myserver.com/oauthCallback |

Scope
croconicaron [l omcn

Register new application

Application name*®

| test-app-1 ‘

Client ID

| 5c4lacEf281c482c85e95d6ca7c58865 ‘

Client secret

| 2523dcfca93c4bdd8243a7acab45e539 |a

Oauth redirect url*

| http:/[myserver.com/ouathCallback ‘

Scope

| read_write ‘

Figure 4. Client application registration and edit form

After form submit user will be redirected to the application list (Figure 5). The user can have many client
applications with different OAuth client configurations for different testing purposes. A newly created
application will always appear on that list too. You can remove application from the list by clicking delete
icon. Clicking on the application edit button from the list will bring you to the edit form. During edit mode,
the user can find out Client ID and Client a secret values. The Client secret value is only displayed
once after the regenerate button is pressed. The next time you enter the edit form it will be hidden again.
So please write down this value and keep it secretly. It is impossible to recover Client secret because it’s
stored in backend in encrypted form.

Registered applications

new client 66 ]
test-appl P
test-app-122 A

Figure 5. Client application list
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Developer’s portal provides functionality for TPP QWAC, QSEAL self-signed certificate generation for testing
purpose. This could be achieved from the TPP certificate generator menu link. Once the user enters the

Authorization number*

LBOODODOO

organization name (0)*

Tpp LTD

Organization unit (OU)

TPP IT dep

Domain component (DC)

tpplit

Locality name (L)
Vilnius raj
State or province name (ST)

Vilnius

Country name (C)

LT

form it has to fill correctly mandatory fields.
Authorization field is the field which identifies TPP by
the authorization number given by the local authority. It
could consist of alphanumeric values. Other fields
should be filled based on their requirement rules. A
validity field is pre-filled with default 365 days value.
This means that certificate after generation will be valid
one year or 365 calendar days. After that period it
should be regenerated again. On the last step a user has
to choose certificate service roles. There are three roles
(AISP, PISP, PIISP) user can choose to include into
certificate. Every role gives a TPP client applications
right to access to the certain group of endpoints.
Deselecting service role will restrict access to related
endpoints. After submitting the form, certificate data
will be saved for later use and the certificate with
private key will be displayed in the next window (Figure
7). You can copy or download certificate with private

validity key values directly to the PC. The content of the
2 certificate is not saved to backend it is only generated
in memory for a current timestamp. Next time you will
AISP PISP PIISP generate certificate it will be different and validation
time will be counted from current generation
timestamp. Generated certificate should be passed in
mTLS transport layer.
AISP
ESTABLISH ACCOUNT INFORMATION CONSENT
GET ACCOUNT DETAILS OF THE LIST OF ACCESSIBLE ACCOUNTS
GET BALANCES FOR A GIVEN ACCOUNT
GET TRANSACTION INFORMATION FOR A GIVEN ACCOUNT
PISP
INITIATION OF A SINGLE PAYMENT
PlISP

GET CONFIRMATION ON THE AVAILABILITY OF FUNDS
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Certificate data

Certificate

----- BEGIN CERTIFICATE-----
MIIFWTCCAOGgAWIBAGIEILIEJTANBgkghkiGOwWOBAQsFADCEpzELMAKGAIUEBhMC
TFQXFTATBgNVBAgMDEthdWSvIGFwe2tyl EPMAOGAIUEBWWGS2FIbmFzMSgwJgYD
VQQKDBIMaXRodWFuaWFUIGNIbnRyYWwgY3JIZGIOIHVUaWIuUMSowkKAYDVQQLDCFJ
bmzZvemilhdGIivbiBOZWNobm8sb2d5IGRICGFydGllbnQxGjAYBgNVBAMMEWRIdMV's
b3BlenMubGtILMx0MB4XDTESMDMwNzASM]YOMIoXDTIwMDMwNjAWMDAWMFowga0x
FTATBgNVBAoMDFBheXNIcmEgTHRKLEJMACGAIUEAWWAMROWGAYKCZIMIiZPyLGQB
GRYKcGF5c2VyYS5sdDEYMBYGAIUECWWPUGF5c2VYYSBpdCBkZXBOMQswCQYDVQQG
EwJMVDESMBAGAIUECAWJTGFixatuYXZhMRAWDgYDVQQHDAAWaWxuaXVzMSAWHgYD
VQRhDBAQUORMVCIDRVJUTFQtROCtNTQ2NTQINDCCASIWDQYJKoZIhve NAQEBBQAD
ggEPADCCAQoCggEBAJomhfwL8d2tEnHZveNtiC//sQTyD3bmJ+zfbYo+VnhEIKk3
ZiyiEqvbLXdeKDFO0xI6tFepBiSIWhcpfTD7QSLrEvRI+bYINnDUCUjZipnugkR4R8
BsLgQTD+2ZtNtk+fgo3nuXjerVUwG+RQlepmmDTj/HC4ynpvEIMscnQywptOolZ

EhNzA3OfTMx7/00QFSzTWA/ygRapMbhi+exsaVvbhedv29FiJSWhrJKQ+uHa7UEBS e
COPY DOWNLOAD

Private key

----- BEGIN RSA PRIVATE KEY-----

MIEEowIBAAKCAQEAMiaF/Avx3a0Scdm9422IL /- +XBPIPAuYNn7NStij5SWeETUgTdm
LKISg9stdl4oMXTGXq0VykGLkhaFylOMPtBIuvg9ENStiWe04JSNmKmeBopHhHWG
WUpBMP7Zm022T5+gjee5eNytVTAbBJFAhymaYNOPBcLKemB8SUyxydDLCm3Sghks
E3MDc59MzHVE45AVLNNYD/KBGCkxu HX57GxpWVu F7ifl bOWMIJaGskpD&4drtQQFLk
g6p0cqpzMOUNIRdtdpSdR7Tts|ARDBDAjKFIMLMzyKUOIEWh/vzXojEfiubYzz5G
cTOWIISBNNN7MrwPg80OpzFRxVcEL99mcBvEOWQIDAQABACIBAGEMPDTPSIUIOSUL
3F+zz5uqBo5SWBsfKeNXMTOasKbZodK0crsTdkfZfufoybwGIDehgoUSvkDisfrm
7W985wloMrawFSqOVILz7JUD+HWGJISMOVIXFKFT Fam/ 4DqQIfbCblzpwBP8UTbEP
t6I3dwLkBogEMhRdKXvsqPOuBfecplh88hw4a/mrgHRFE9efYRgeG53jnEOYsX8/D
ZESANTZ+SIt7UXFMOizwxUXVtPfZRHOYZMP+u/bKIABAMAF+hasAczUSNFnJ25Sk
paJIDu+yhNKXJII0WROC UM3gEtPXxm7v2biyyMKMoSkTwbK84t8fjHH/cMC28ep7G
ZlOQBSOCgYEABﬂGOJnmhrZEEQO,-" IhAVIGULrCkU3/! HQGASOpNKZZP1zgPRBoAOK
kOpcKdS2vRNSEGWATERBIRYMd3y4eo0bQeMypGhss5vwxnrpp/z+ToTOLKUSTsrD e

CoPY DOWNLOAD

Figure 7. Certificate with public key and private key data

2.4 Testing data

Developer ‘s portal provides access to testing data set. It could be found via Testing data link from the left
side menu. There are five PSU testing accounts created for test purposes. Each account has individual
personal data sets, like accounts, person codes, addresses etc. attached to PSU login. The passwords for all
PSU logins are 000000.

10
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PSUID PSU title/name PSU union PSU accounts

LT405013300010031000
004868 Daiva Daivaitieng Jurbarkeo kredito unija LTS585013300031011000
LT575013300032001000

LT705010200010002000

422159 Jonas Jonaitis Silutés kredito unija LT925010200032001010
. . e LT595016600010003333
942050 Tomas Tomaitis Kredito unija "Neris LT265016600032003333
074060 UAB "Kubina”® Seimos kredito unija LT425016500014001MM
495761 UAB "Ageras” Silutés kredito unija LTI85016500014002222

During the user's 2FA authentication process you will need to provide a TAN card number. The TAN number
value is the same as the number requested on the screen. For example, if 20 TAN card number is
requested, the user should enter value 20 to the input field. Basically, there are three steps for PSU
authentication. After successful PSU authentication server will redirect to client's OAuth2 callback URL that
was defined in client configuration form with code and state parameters. Using code, client_id and
client_secret parameters TPP can request OAuth token from the server.

3. Xs2A INTERFACE

If client wants to get access to PSD2 API it should pass Authorization HTTP header parameter in every
request. Authorization header contains bearer token issued by the oauth server. Before accessing Oauth
server client has to register client application following steps in section 2.2. After registering application
client will get clientld and clientSecret parameters. These parameters should be passed to the Oauth server
‘s fauthorization and /token endpoints. For example, this could be done using Postman (Figure 9).

11
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EDIT COLLECTION

Name

Description Authorization @ Pre-reguest Scripts Tests

Current Token

TYPE

OAuth 2.0 v

The authorization data will be automatically generated A -
ccess Token
when you send the request. Learn more about

authaorization
Header Prefix @

Add auth data to

Request Headers v

Token Name

Grant Type

Callback URL @

Auth URL @

Access Token
URL

Client 1D @
Client Secret @
Scope @

State @

Client
Authentication

Variables

This authorization method will be used for every request in this collection. You can override this by specifying one in the request.

¥ Configure New Token

Available Tokens ey]hbGeiOi) ¥
Bearer

Token

Authorization Code v

Authorize using browser
{{oauthServerUrl}}/auth/oauth/authorize
[ ) {{oauthServerUrl}}/auth/ocauthftoken
{{clientld}}
{{clientSecret)}
PIS AlS account_list

65465132465

Send as Basic Auth header b

Get New Access Token

Cance

Figure 9. Postman OAuth server authorization request form

12
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Authorization header should be filled with Bearer token data received from OAuth server during PSU
authentication and token request process. If this header is missing or OAuth token is not valid then a client
will receive an error. Also, TPP must pass the generated QWAC certificate in the mTLS transport layer. All
information about TPP roles and authorization number are parsed from this certificate. If the information in
the certificate is missing or is not valid then a TPP client will get an API error. If TPP’s has already issued
valid EIDAS certificate they could skip certificate generation step and use their own certificates. But before
that TPP must contact with Lithuania central credit union and discuss certificate exchange steps.

OAuth2 JWT tokens are issued requesting IdP server ‘s special endpoints. Server could be accessed via

URL. Basically, there are two endpoints which participate in the OAuth2
flow process. The first one is responsible for the client authorization and the second one is responsible for
the JWT token issuing.

Authorization endpoint GET /auth/oauth/authorize

response_type mandatory ,code” is only supported as response type
client_id mandatory Generated application clientld from developer ‘s portal
scope mandatory Scope should be the same as in developer ‘s portal

A dynamical value set by the TPP and used to prevent
XSRF attacks.

the URI of the TPP where the OAuth2server is redirecting
the PSU's user agent after the authorization.

state mandatory

redirect_uri mandatory

CURL authorization call:

curl -L -X GET --url 'https://auth-dev.i-
unija.lt/auth/ocauth/authorize?state=<random state string>
&client id=<client id>&scope=<scope>&response type=code&redirect uri=<callback uri>'

Executing this call will redirect the client app to the login form where the user has to authorize himself by
entering one of the credentials from the developer ‘s portal testing data section. After successful user
authorization client app will be redirected to the redirect_uri parameter URL with code and state
parameters (<redirect_uri>?code=<access_code>&state=<your_state string>). After this step TPP can
request token by calling token issuing endpoint.

Authorization endpoint POST /auth/oauth/token

grant_type mandatory ,authorization_code” is only supported as grant type
client_id mandatory Generated application clientld from developer ‘s postal
client_secret mandatory Generated client secret from developer ‘s portal

13
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code mandatory A code that has been received by redirect_uri parameter.

The URI of the TPP where the OAuth2server is

redirect_uri mandator . . .
- ¥ redirecting the PSU's user agent after the authorization.

CURL authorization call:

curl -L -X POST --url 'https://auth-dev.i-

unija.lt/auth/ocauth/token?grant type=authorization code

&client id=<client id>&client secret=<client secret>&code=<received code>&redirect uri=<c
allback uri>' --header 'Content-Type: application/x-www-form-urlencoded' --header
'Authorization: Basic Base64 encoded string(clientId:clientSecret)'

Token issuing response example.

"access_token": “eylhbGci0ilSUzIINiTsInRScCIAIkpXVCIsImtpZCIaImerdSlhdXRolkitles. .. .. "y
"token_type": "bearer”,

"refresh_token”: "eylhbGci0ilsUzIANiIsInRScCISTkpXVCIsImtpZIeImerdSlhdXRollktle. .. .. "y
"explires_in™: 7195,

(]

cope™: "AI5 PIS account_list”,

' "becY9aei5T4944958bb3042 278115,
' 741886,
"auth_method":
iss™: "LKU.LT™,

"iat": 1609745619,

"jtiv: "43@47475-7b34-4456-b28b-B5c41e582498"

[= 8

u

(A4

()

"M5ignature”,

Also, this process could be done via postman authorize panel (Figure 9). After authorizing request call client
will be redirected to ASPSP login page where PSU ‘s has to enter their credentials. During this stage, PSU
must authorize themselves with 2FA method.

Decoupled authorization method is used where redirect method is not capable to create smooth
authorization Ul transition for user experience. In such environments decoupled method comes to help.
Decoupled method does not do redirects, instead a client application communicates directly to
authorization server via REST endpoints. One of the examples of such workflow could be a mobile
application. Server could be accessed via URL. There are four endpoints
involved in decoupled authorization process. The authorization endpoint is used to create authorization
object in OAuth 2.0 server. The second endpoint is used to update authorization object with selected sca
method. After solving SCA challenge successfully TPP can access third endpoint dedicated for authorization
object status check. Status checking process should be repeated until one of the following (finalized, failed)
statuses are returned. If status is finalized, then TPP could obtain JWT access token using token issuing
endpoint. If the status is failed, then whole authorization process should be repeated from the beginning.
Other technical information is provided within the token response.

14
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Decoupled authorization approach

TPP application OAuth 2.0 API

GET N1/oauthfavailable-authentication-methods

Get available header: TPP-Redirect Preflered .
4)[ authenticafion ] > Aulhentlcl_at;m; methods
methods I iste

PSU
HTTP 200 Authentication methods list ”
authenticationMethods
POST ivifoauth/authorize-decoupled
] body: scope, authenticationMethedld, scafuthenticationData
Authorize decoupled I header: PSUD, ClientiD » Authorization created
ittty H---=-=-===-mm e PUSH challenge data----------------------------- SCA provider initiated
v A J
Confirm SCA (PIN2) HTTP 201 Authentication method selected, SCA challenge sent |
challenge data chosenScaMethod, challengeData, psuMessage -
PSU

Repeat until scaStatus = finalised || failed

GET Nrl/oauthfauthorize-decoupled/authorisations/{auth-id}

Check authorization | | header: Client-ID . e
status |

HTTP 200 authorization scaStaus response

-~
scaStatus. code B
POST ivifoauthitoken
body: grant_type, code, client_id, authorization_id
FELEETET ] » Token issued
decoupled I

HTTP 200 access_foken, refresh_token, additionallnformation |
scope, token_type, expires_in, refresh_token_expires_in

Figure 10. Decoupled authorization approach

15
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Get available authentication methods endpoint GET /v1/available-authentication-methods

Request header

ID of the request, unique to the call, as determined by

X-R t-ID dat
eques mandatory the initiating party
If not specified or set to "false" then it will return
. . thenticati thod ted with d led
TPP-Redirect-Preferred optional authentication “methods - supported Wi ecoupe

approach. If "true" then it will return authentication
methods supported with redirect approach.

Response code

201 Created

The request has been fulfilled and has resulted in one or more new resources
being created

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

i
"authenticationMethods": [
{
"authenticationType"”: "Mobilus paraZas",
"guthenticationMethodId”: "Msignature”
Ta
{
"authenticationType"”: "Smart-ID",
"authenticationMethodId™: "SmartId”
Ta
{
"authenticationType"”: "Simulated auth method”,
"authenticationMethodId™: "Simiuth”
T
1
h

Initiates decouple authorization endpoint POST /v1/oauth/authorize-decoupled

Request header

X-Request-ID
PSU-ID

Client-ID

ID of the request, unique to the call, as determined by

mandatory .

the initiating party
mandatory Payment service user ID

Generated application clientld from developer ‘s portal
mandatory

or issued by ASPSP

16
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Request body

scope mandatory Service scopes (AlS, PIS, PIIS)

Select authentication method from list provided by
start authorization process response

Authentication data depending on sca method
scaAuthenticationData mandatory (phone number, person code, empty for simAuth
method)

authenticationMethodld  mandatory

Request example

{
"scope™:"PIS. AIS . PIIS",
"suthenticationMethodId": "SmartId",
"scafuthenticationData" @ " xoeoooxeooo”
T

Response code

The request has been fulfilled and has resulted in one or more new resources

201
01 Created being created

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response body

"authorizationId": "4ffleSe?-2195-495a-b34F-317e7928db22",
"chosensScaMethod™: {
"authenticationMethodId”: "SmartId"

Ta
"challengeData™: {
"data": [
Rls el i
1s
"otpFormat™: "integer”,
"additionalInformation™: "Smart-ID"
I
"psuMessage": "Norédami prisijungti su Smart-ID turite atsisiysti nemokamg programéle i szavo iSmanyji

telefong ar planietini kompiuteri.",
"links": {
"scaStatus™: {
"href": "fauth/wl/oauth/authorize-decoupled/authorisations 4ffle5e2-2195-49%a-b94F-317=7928db22"

17
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Currently one authentication method is supported in sandbox environment SimAuth (with
scaAuthenticationData: 0) and three methods in production: Smartld/MSignature/Sms in redirect method
and Smartld/MSignature in decoupled method.

Get status endpoint GET /v1/oauth/authorize-decoupled/authorisations/{authorisation-id}
Request header

ID of the request, unique to the call, as determined by
the initiating party
Generated application clientld from developer ‘s portal
or issued by ASPSP

X-Request-ID mandatory

Client-ID mandatory

Response code

200 OK The request has succeeded

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response body (scaStatus = finsalised)

i
"scastatus": "finalised”,
Ucode™r  TOOOOO00n0Oono”

Response body (scaStatus = received)

[
"zcastatus"y "received”,
"links": {
"self": {
"href": “http://192.168.12.58:8889/auth/v1/oauth/authorize-decoupled/....."
T
H
F
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Response body (scaStatus = started | | failed)

i

PSD2 API developer’s documentation v0.9

"scaStatus”: "started”

"scaStatus": "failed"”

Access token endpoint POST /v1l/oauth/token

Request header

X-Request-ID

Content-type

mandatory

mandatory

ID of the request, unique to the call, as determined by
the initiating party

Default: application/x-www-form-urlencoded

Request body (x-www-form-urlencoded)

client_id

client_secret

code

grant_type

mandatory

mandatory

mandatory

mandatory

Generated application clientld from developer ‘s portal
or issued by ASPSP

Generated application clientSecret from developer ‘s
portal or issued by ASPSP

Scope should be the same as in developer ‘s portal

authorization_code only supported

Response code

200 OK

The request has been fulfilled

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

19



Response body

"access_token":

"token_type": "bearer",

"expires_in": 7128,

"refresh_token™:
"refresh_token_expires_in": "777&8688",

"scope™: "PII5 AIS PIS"™,
"additionalInformation™: {

“aud":
“sub":
"izg":
"iat":
"jtiv:

RN MO OO,
126322683,

"LKU.LT"™,

152388090,

et risi s s e
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Refresh token endpoint POST /v1/oauth/token

Request header

X-Request-ID

Content-type

mandatory

mandatory

ID of the request, unique to the call, as determined by
the initiating party

Default: application/x-www-form-urlencoded

Request body (x-www-form-urlencoded)

client_id

client_secret

code

grant_type

mandatory

mandatory

mandatory

mandatory

Generated application clientld from developer ‘s portal
or issued by ASPSP

Generated application clientSecret from developer ‘s
portal or issued by ASPSP

Scope should be the same as in developer ‘s portal

refresh_token only supported

Response code

200 OK

The request has been fulfilled

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party
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Response body

"access_token":

"token_type": "bearer",

"expires_in": 7128,

"refresh_token™:
"refresh_token_expires_in": "777&8688",

"scope": "PIIS AIS PIS™,
"additionalInformation™: {

"aud":
b": 198902084,

RN MO OO,

“LEU.LT",

: 15283806098,

" R R MO RO
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Invalidate token endpoint POST /v1/oauth/invalidate-token

Request header

X-Request-ID

Authorization

PSU-ID

Client-ID

mandatory

mandatory

mandatory

mandatory

ID of the request, unique to the call, as determined by
the initiating party

Oauth?2 authorization bearer token

Payment service user ID

Generated application clientld from developer ‘s portal
or issued by ASPSP

Response code

204 No content

Indicates that the server has successfully fulfilled the request and that there is no
content to send in the response payload body

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

User info

User info endpoint provides API client with the information related to the currently authenticated user. Sub
field provides autnenticated user PSU-ID, name field provides PSU user full name or company name if it is
corporate user and kycVerified field shows if the user has been verified in banking system. In the future this

endpoint will be supplemented with additional information related to PSU credit union name, address etc.
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Get user info endpoint GET /v1/userinfo

Request header
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X-Request-ID

Authorization

PSU-ID

Client-ID

mandatory

mandatory

mandatory

mandatory

ID of the request, unique to the call, as determined by
the initiating party
Oauth2 authorization bearer token

Payment service user ID

Generated application clientld from developer ‘s portal
or issued by ASPSP

Response code

200 OK

The request has succeeded

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Response body

"sub":

"name"”:

4556593,
"Jonas Jonaitis"”,

"kycWerified”: true

3.3 PSU request context data

TPP-PSU request data must be passed in HTTP header and strongly recommended to be used in every

request (AIS, PIS, PIIS services). These parameters hold various information related to PSU user and mainly

are used for risk management and fraud detection. In current implementation no business logic depends on

the field values.

PSU-IP-Address

PSU-IP-Port

PSU-Accept

optional

optional

optional

The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between
PSU and TPP.It shall be contained if and only if this
request was actively initiated by the PSU.

The forwarded IP Port header field consists of the
corresponding HTTP request IP Port field between PSU
and TPP, if available.

The forwarded IP Accept header fields consist of the
corresponding HTTP request Accept header fields
between PSU and TPP, if available.
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PSU-Accept-Charset optional
PSU-Accept-Encoding optional
PSU-Accept-Language optional
PSU-User-Agent optional
tional

PSU-Http-Method optiona
PSU-Device-ID optional
optional

PSU-Geo-Location

PSD2 API developer’s documentation v0.9

Not used

Not used
Not used

The forwarded Agent header field of the HTTP request
between PSU and TPP, if available.

HTTP method used at the PSU —TPP interface, if
available.

UUID (Universally Unique Identifier) for a device, which is
used by the PSU, if available.

The forwarded Geo Location of the corresponding HTTP
request between PSU and TPP if available.

Establish account information consent is the first step of PSD2 APl account data exchange process. An ais

role is needed for accessing this endpoint. Four types of consent model could be applied when creating

consent.

Consent model Description Example
Bank offered ASPSP returns a list of accounts (only accounts {

consent that are accessible through xs2a according to "access": {

internal bank rules) with all rights and accounts
selected by default. This type of consent model
gives the possibility for the PSU to select
accounts and rights during consent SCA process
(Figure 10).

"accounts": [],
"balances": [],
"transactions": []
2
"frequencyPerDay": 10,
"recurringlindicator": true,
"validUntil": "2020-10-10"

Detailed consent

The Consent Management is handled between
TPP and PSU. TPP sends a request with detailed
accounts list and rights. PSU cannot select or
alter consent data during the SCA process (Figure
10). The ASPSP is displaying the consent details
to the PSU when performing the SCA.

}
{
"access": {
"accounts": [
{
"iban": "LT405013300010031000"
}I
{
"iban": "LT575013300032001000"
}
1,
"balances": [
{
"iban": "LT405013300010031000"
}
1
"transactions": [
{
"iban": "LT575013300032001000"
}
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2

"frequencyPerDay": 10,
"recurringindicator": true,
"validUntil": "2020-10-10"

Available
accounts consent

With this consent, TPP gets access to all accounts
with all rights. Only accounts that are accessible
through xs2a according to internal bank rules are
used in consent. The ASPSP is displaying only the
general access to the PSU’s account to the PSU
when performing the SCA. PSU cannot select or
alter consent data during the SCA process (Figure
10).

"access": {

"availableAccounts": "allAccounts
2
"frequencyPerDay": 10,
"recurringlindicator": true,
"validUntil": "2020-10-10"

Global consent

The Consent Management is handled between
TPP and PSU. The TPP is submitting then a global
consent information, which is only the PSU
identification, to the ASPSP for authorization by
the PSU. If this function is supported, it will imply
a consent on all available accounts of the PSU on
all PSD2 related account information services.
For this specific Consent Request, no
assumptions are made for the SCA Approach by
this specification.

"access": {

"allPsd2": "allAccounts"
2
"frequencyPerDay": 10,
"recurringlIndicator": true,
"validUntil": "2020-10-10"

Request POST /vl/consents/

Request header

ID of the request, unique to the call, as determined by

X-Request-ID mandatory o
the initiating party
Authorization mandatory Oauth2 authorization bearer token
If it equals "true", the TPP prefers a
TPP-Redirect-Preferred optional redirect over an embedded SCA
Approach.
Mandated for the Redirect SCA Approach (including
TPP-Redirect-URI conditional OAuth2 SCA approach), specifically when TPP-Redirect-
Preferred equals "true"
If this URI is contained, the TPP is asking to redirect the
TPP-Nok-Redirect-URI conditional tran'sact|on f!ow to this addrgss instead of the TPP—
Redirect-URI in case of a negative result of the redirect
SCA method. This might be ignored by the ASPSP.
If it equals "true", the TPP prefers to start the
TPP-Explicit-Authorisation- ) authorisation process separately. If it equals "false" or if
optional . .
Preferred the parameter is not used, there is no preference of the
TPP.
Content-Type optional Content type application/json
Request body
Access mandatory Requested access services
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recurringlndicator

True, if the consent is for recurring access to the
mandatory account data. false, if the consent is for one
access to the account data
This parameter is requesting a valid until date for

validUntil mandator
¥ the requested consent.
This field indicates the requested maximum
frequencyPerDay mandatory frequency for an access per day. For a one-off
this attribute is set to "1".
combinedServicelndicator mandatory The request is a part of requests session

Request example

Response code

{
"access": |
"accounts": [
i
"iban": "LT705010220010202002",
"currency™: "EUR"
}!
1
"iban": "LT925010200032001010",
"currency™: "EUR"
¥
1.
"balances": [
i
"iban": "LT705010200010022000",
"currency”: "EUR"
K
1.
"transactions": [
i
"iban": "LT705010200010002000",
"currency": "EUR"
L
{ -
"ban": "LT925010200032001018",
"currency": "EUR"
1
1
1.
"frequencyPerDay": 1@,
"recurringlndicator”: true,
"validUntil™: "2020-18-10"
}

201 Created

The request has been fulfilled and has resulted in one or more new resources being
created

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are REDIRECT or DECOUPLED

Response example (TPP-Redirect-Preferred = true/false/null, TPP-Explicit-Authorisation-Preferred = true)
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1
"ronsentStatus”: "received”,
"consentId": "Ocl43elb-aB95-4df5-90c2-cF3B56306326",
" links": {
"self":
"href": "/vl/consents/9cl43elb-a398-4dFB-09c2-cFBE56306326"
1
"startAuthorisation”: {
"href": "/vlfconsents/9cl43elb-aB08-4dfB-099c2- cFBE56306326/authorisations™
1
"status": {
"href": "/vlfconsents/9cl43elb-a398-4dTE-99c2-cfBE56386326/ status"
h
i
¥

Response example (TPP-Redirect-Preferred = true, TPP-Explicit-Authorisation-Preferred = false)

i
"ronsentstatus”: "received”,
"consentId": "97+9b9sl-bcel-469Q-8lef-dBAcad5e34955",
" links": {
"self" |
"href": “svlfconsents/97f9b%el-bce3i-409@-83ef-dacadse34955"
ts
"scaStatus": {
"href": "/fvl/consents/97f9b%el-bce3-4698-83ef-dBcad5e34955/authorisations/
b7fEda26-62da-4793-8aag-ebcde7 798"
ts
"scaRedirect™: {
"href": “https://psd2.i-unija.ltfaccount/b7Feda2a-62d0-4799-8aag-ebode7FFa7ass/"
Ta
"status": {
"href": "/vl/consents/97f9b%el-bce3-4598-83ef-dicad5e34955 /status"
¥
i
h

Get consent status

Request GET /v1/consents/{consentld}/status

Path parameters

consentid The consent identification assigned to the created resource

Request header

X-Request-ID mandatory ID of the request, unique to the call, as determined by
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Authorization

the initiating party

mandatory Oauth2 authorization bearer token

Response code

200 OK

The request has succeeded

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Response example

Get consent

"consentStatus™: "received”

Request GET /v1/consents/{consentid}

Path parameters

consentld

The consent identification assigned to the created resource

Request header

X-Request-ID

Authorization

Content-Type

ID of the request, unique to the call, as determined by

mandatory o

the initiating party
mandatory Oauth2 authorization bearer token
optional Content type application/json

Response code

200 OK

The request has succeeded

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party
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Response example

i
"access": {
"accounts": [
i
"iban™: LT XOOCOOON0NO0N0N00N0N,
"currency™: "EUR"
i
i
“iban": "LTIOOCOCO000CON0000N00 ,
"currency™: "EUR"
}
1,
“transactions": [
i
"iban™: LT XOOCOOON0NO0N0N00N0N,
"currency™: "EUR"
¥
1
*a
"recurringIndicator”: true,
"yalidUntil™: "2821-B8-B5",
"freguencyPerDay™: 4,
"lastActionDate": "20821-85-87",
"consentStatus™: "valid”
h
Response example (in case of global consent)
i
"access": {
"allPsd2": "allAccounts"
Ia
"recurringlndicator®: true,
"walidUntil™: "9999-12-31",
"freguencyPerDay": 2147483647,
"lastActionDate": "2821-85-87",
"consentStatus”: "walid"
¥

During this approach TPP must send Tpp-Redirect-Preffered header set to true. This means that consent will
be authorized in redirect approach. Also, there are two ways how consent authorization object will be
created in redirect manner: implicit and explicit. Implicit method will create authorization object during
create consent call. No sequential calls are needed. A scaRedirect steering link will be added to the create
consent JSON response. Following this redirect link a PSU will be redirect to the LCKU consent summary and
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SCA selection and approval form where PSU must enter their PIN2 credentials. Also, Aspsp-Sca-Approach:
REDIRECT header will be added to the response.

L K U AKREDITO UNLA BAVARDAS PAVARDE
Saskaitos IBAN Valiuta Saskaita Balansas ISrasas
LT045010200000000000 EUR
LT565010200000000000 EUR

Using explicit method TPP will have to make additional call for consent authorization object creation. A
separate call starts the authorisation process for consent will create consent authorization object and
return scaRedirect steering link inside JSON response. Same as in implicit method following this redirect link
will redirect PSU to the LCKU consent summary and SCA selection, approval form. It’s highly recommended
to use implicit method with SCA redirect approach.

L K U AKREDITO UNUA BVARDAS PAVARDE
Saskaitos IBAN Valiuta Saskaita Balansas ISrasas
LT045010200000000000 EUR
LT565010200000000000 EUR

PraSome jsitikinti, ar §j kontrolinj koda rodo Jasy iSmaniojo
jrenginio ekrane: 4171

Jeigu kodai sutampa, operacijos patvirtinimui praSome

jvesti PIN2 koda

35s
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Create consent redirect approach

TPP PSD2 API

POST fviliconsents
Tpp-Redirect-Preffered=t
4){ Create consent } PR rectrreTier rue L Consent created
: T —
PsU : .. TPP-Explicit-Autharisation-Preferred=true
explicit
HTTP 201 Conzent created responze I
conszentStatus, consentld, startAuthorization, 2caStatus, status
POST hviicensents/consentld/authorisations
Start the authorisation| | Tpp-Redirect-Preffered-true .| Authorization object
process for a consent J i created
HTTP 201 Auhotization object created response
scaStatus, authorizationld, scaRedirect ™
- ....... . . .. ....................................... TP P-Explu:rt- Authunsatu:m- Preferrad:fals.e ...............................................
implicit 2t
HTTP 201 Conzent created responze :
) ——————
consentStatus, consentld, scaRedirect, scaStatus, status
Follow PSU to ‘] HTTP 302 Redirect scaRedirect R
scaRedirect link J d
= Show consent details and
H SCA form (PINZ)
:I
¥ :I
O " Cheoose SCA method and enter details
i
i >
i
0
1
PsU Check scaStatus B T et e T
[l
i
i
i
[l
I HTTP 302 Redirect TPP-Redirect-URI r_
] ] Redirect PSU to TPP-
-« - - )
Show TPP-Redirect-URI link £ L Redirect-URI
H
i
PsU "
"
]
Query authorized ‘] o
consent data J -
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The main difference of redirect approach from decoupled is that PSU has to enter their credential details in
ASPSP environment. In decoupled approach an explicit authorisation method only exists this means that
TPP has always to make additional calls to the API after create consent call execution. In the first step TPP
has to call create consent endpoint without Tpp-Redirect-Preffered header or setting this header value to
false. In response TPP will get startAuthorisation steering link. In the second step TPP has to start
authorization process for a consent using HTTP POST method. After executing this call TPP will receive a list
of available SCA methods inside scaMethods array and selectAuthenticationMethod hyperlink in the JSON
response. SCA methods list should be depicted in TPP environment so that PSU could select preferred SCA
method (mobile signature, smart ID and etc.).

"scaStetus": "received”,
"guthorizetionId”: "3ad@lc54-984=-4cl9-adab-eef7771905cE",

"scaMethods": [

"suthenticationType™: "PUSH_OTP",

"authenticationMethodId™: "SmartId”,
"name": "Smart-ID",
"explanation": "Morédami prisijungti su Smart-ID turite atsisiysti nemokamg programéle i savo iZmanyji
telefong ar planietini kompiuteri.”
T
1,
" links": {

‘selectfuthenticationMethod™: {
"href": “/vl/consents/a5839962-f91b-438c-98c3-4b623ba37721/authorisations/
Jadelc54-984e-4cl9-adab-eef7771900CE"
¥s
'scaStatusT: {
"href": "/vl/consents/a5839962-f91b-438c-98c3-4b623ba37721/authorisations/
Jadelc54-984e-4cl9-adab-eef7771900CE"

b

After PSU selects method TPP should initiate update PSU data for consent call executing
selectAuthenticationMethod link with PUT HTTP method and JSON request body with
authenticationMethodld element which contains method ID from the SCA methods.

"authenticationMethodId": "{{authentication-method-1d}}"

During this call ASPSP must initialize internal SCA provider’s process which will push OTP challenge data to
the PSU device and adds same challenge code data to the JSON response of the update PSU data for
consent request. PSU must confirm this challenge using PIN2 code. If the confirmation was successful
consent status will be changed to valid and authorization object will be finalized. If the authorization is
unsuccessful consent status will not change but authorization object status will be changed to failed. In this
case TPP should start authorization process from the second step: start the authorization process for
consent. More information about request and response structure could be found in the 34 page.
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Create consent decoupled approach

consent data

TPP PSD2 API
POST ivliconsents
w Tpp-Redirect-Preffered=false
Create consent _J : Conszent created
[
PsU
HTTP 201 Consent created response ¢
consentStatus, consentld, startAuthorisation, scaStatus, status
POST fvl/consents/consentld/authorisations
Stert the suhorisation] | Top-Redirect-Preffered-false .| Authorization object
process for a consent J - created
HTTP 201 Auhotization object created responze
| —— scaStatus, authorisationid, scaMethods, -
selectAuthenticationMethod
PUT /vi/consents/consentld/authorisations/authorizationid
authenticationMethodid
Update PSU Data for | | »  SCA method selected
consents _J -
jmm Hemm e e e e e e e - PUSH challenge data-----=-===cmcmmmmmccc e eeees SCA provider inttiated
]
]
!
,
hd ¥
Caonfirm SCA (PIN2) HTTP 200 Auhotization object updated response
o
challenge data chosenScaMethod, challengelata, scaStatus
PsU
1 GET /v1/consents/consentld/authorisations/authorizationld
Check scaStatus _J T
[ Query authorized 1 -
‘J Ll
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Start the authorisation process for a consent

Request POST /v1/consents/{consent-id}/authorisations

Path parameters

consent-id The consent identification assigned to the created resource

Request header

X-Request-ID

Authorization

TPP-Redirect-Preferred

TPP-Redirect-URI

TPP-Nok-Redirect-URI

Content-Type

mandatory

mandatory

optional

conditional

conditional

optional

ID of the request, unique to the call, as determined by the
initiating party
Oauth2 authorization bearer token

If it equals "true", the TPP prefers a

redirect over an embedded SCA

Approach.

Mandated for the Redirect SCA Approach (including OAuth2
SCA approach), specifically when TPP-Redirect-Preferred
equals "true"

If this URI is contained, the TPP is asking to redirect the
transaction flow to this address instead of the TPP-Redirect-
URI in case of a negative result of the redirect SCA method.
This might be ignored by the ASPSP.

Content type application/json

Response code

201 Created

created

The request has been fulfilled and has resulted in one or more new resources being

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are REDIRECT or DECOUPLED
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Response example (TPP-Redirect-Preferred = false)

{
"zcastatus": “"received”,
"guthorisationId": "688bb724-Ff4FE-4342-b50b-b94b3da5Sadcd",
"scaMethods™: [
"authenticationType”: "PUSH_OTP",
"guthenticationMethodId™: "SmartId”,
"name": "Smart-ID",

"explanation”: “"Norédami prisijungti su Smart-ID turite atsisiysti nemokamg programéle i savo ifmanyji

telefong ar planietini kompiuteri.”

1,
" _links": {
"selectAuthenticationMethod™: {
"href": "/vl/consents/7aB2a31b- B0e@-4139-a6es- 38187658866/ authorisations/
683bb724-F4fE-4342-b59b-b94b3dasa9ca”
1
"scaStatus™: {
"href": "/vl/consents/7aB2a31b- B0eB-4139-a6ee-381a768ecB66/ authorisations/
682bb724-F4fE-4342-b59b-b94b3da5a9ca”

Response example (TPP-Redirect-Preferred = true, TPP-Redirect-URI=http://....)

i
"zcastatus": "received”,
"guthorisationId”: "ea%acSfe-dcdl-deca-91lad-e3befIaba7ld”,
" links": {
“scaRedirect™: {
"href": "https://psd2.i-unija.ltfaccountseadacS6e-dcdl-deca-91a6-e3b6fIabailas ™
ts
“scastatus™: {
"href": "/vl/consents/7a82a31b-ERe@-4139-a6es-381a768ecBEE/ authorizations/
eaPachbe-dc9l-deca-9lab-e3bef9abarl4"
b
H
h

Update PSU data for consent (only for decoupled method)

Request PUT /v1/consents/{consent-id}/authorisations/{authorisation-id}

Path parameters

consent-id The consent identification assigned to the created resource

authorisation-id Authorisation object ID
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Request header

ID of the request, unique to the call, as determined

X-R t-1D dat .

eques manaatory by the initiating party
Authorization mandatory Oauth2 authorization bearer token
Content-Type optional Content type application/json
Request body

Select authentication method from list provided by

authenticationMethodld mandatory L
start authorisation process response

Request example

"authenticationMethodId":  "{{authenticotion-method-1id}}"

Response code

The request has been fulfilled and has resulted in one or more new resources being

200 OK
created

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are: REDIRECT or DECOUPLED
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Response example

{
"chosenScaMethod™: {
"authenticationMethodId”: "SmartId"
Ia
"challengeData™: {
"data": [
"aeagT
1
"otpFormat™: "integer"”,
"additionallnformation”: “Smart-ID parasas"
ta
" links": {
"selfTr {
"href": "/vl/consents/7aB2a31lb-88e@-4139-abee-381a768ecB06"
ta
"scastatus™: {
"href": "/vl/consents/7a82a31b-80ed-4139-afee-381a768ecirs/authorisations/ ... "
ta
"status": {
"href": "/vl/consents/7aB2a3lb-80e@-4139-abee-381a768ecBb6/ status”
T
Ia
"scaStatus”: "started”,
"psuMessage”: "Smart-ID parasas"
h

Read the SCA status of the consent authorization

Request GET /v1/consents/{consent-id}/authorisations/{authorisation-id}

Path parameters

consent-id The consent identification assigned to the created resource

authorisation-id Authorisation object ID (in case of payment authorisation)

Request header

X-R t-1D dat

eques mandatory by the initiating party
Authorization mandatory Oauth2 authorization bearer token
Content-Type optional Content type application/json

ID of the request, unique to the call, as determined
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200 OK

The request has been fulfilled and has resulted in one or more new resources being
created

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Response example

"scaStatus": "finaliszed”

Get Consent Authorisation Sub-Resources

Request GET /v1/consents/{consent-id}/authorisations

Path parameters

consent-id

The consent identification assigned to the created resource

Request header

X-Request-ID

Authorization

Content-Type

ID of the request, unique to the call, as determined

dat o
mandatory by the initiating party
mandatory Oauth2 authorization bearer token
optional Content type application/json

Response code

200 OK

The request has been fulfilled and has resulted in one or more new resources being
created

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party
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Response example

i
"authorisationIds": [
"g9231e32-95cd-439d-9eb3 -d964bTFCE55C",
"fOdedbel-1cTe-42c8-9927 -4F09=7a78edc",
"ef338def-2488-4ded-518a -eb@44eddoIbT"
1
h

Delete consent

Request DELETE /v1/consents/{consent-id}

Path parameters

consent-id The consent identification assigned to the created resource

Request header

ID of the request, unique to the call, as determined

X-Request-ID mandatory R I e

Authorization mandatory Oauth2 authorization bearer token

Response code

204 No content The request has succeeded

Response header

The server has successfully fulfilled the request and that there is no additional

X-R t-ID .
eques content to send in the response payload body

Read account list

Request GET /v1/accounts

Query parameters

If contained, this function reads the list of accessible payment accounts including
withBalance the booking balance, if granted by the PSU in the related consent and available by
the ASPSP.
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X-Request-ID

Consent-Id

Authorization

mandatory

mandatory

mandatory

ID of the request, unique to the call, as determined
by the initiating party

Shall be contained since "Establish Consent Transaction"
was performed via this API before.

Oauth?2 authorization bearer token

Response code

200 OK

The request has succeeded

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party
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"resourceld”: "clcB42cB-5d96-5495-2853-833ca8Cc85826",

"href™: "/vlfaccounts/clcBd42c@-5d96-649a-eB53-030cadcd5a2b6/balances”

"nref": "/vlfaccounts/clc@42cB-5d96-649a-2853-038ca8c@5a26/transactions"”

i
"accounts": [
i
"iban": " LTH0O000000O0GO00N0" ,
"currency™: "EUR",
"nams": “"einamoji s-ta",
"ownerflame": "Jlonas Jonaitis®,
"product™: "CurrentMember"”,
"cashAccountType™: "CACC",
"status": "enabled"”,
"bic™: "LCKULT22)0(X",
"usage™: "PRIV",
"balances": [
i
"balancedmount™: {
"currency™: "EUR"™,
"amount™: "351.2"
Ts
"malanceType": "interimévailable",
"referenceDate": "2821-35-19"
¥
1,
" links": {
"balances": {
5
"transactions": {
¥
¥
¥
]
h

Read account details

Request GET /v1/accounts/{account-id}

Path parameters

account-id The account identification assigned to the created resource

Query parameters

If contained, this function reads the list of accessible payment accounts including
withBalance the booking balance, if granted by the PSU in the related consent and available by

the ASPSP.
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X-Request-ID mandatory
Consent-ID mandatory
Authorization mandatory

ID of the request, unique to the call, as determined
by the initiating party

Shall be contained since "Establish Consent Transaction"
was performed via this API before.

Oauth?2 authorization bearer token

Response code

200 OK The request has succeeded

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response example

{

"resourceld”: "clcB42c@-5d96-64095-2053-238ca8085a26™,

"iban®: "LTH0O000COCO000000 ,
"currency™: "EUR™,
"name"”: “"einamojli s-ta",
"ownerhame": "lonas Jonaitiss”,
"product”: "CurrentMember",
"cashAccountType™: "CACCY,
"status": "enabled"”,
"bic™: "LCKULTZ2MMX™,
"usage": "PRIV",
"balances™: [
{
"balancedmount”™: {
"currency™: "EUR",
"amount™: "361.2"

ta

"balanceType": "interimdvailable",

"reterencelate": "2821-85-19"

1,
" links": {
"balances": {

"href": "/vl/accounts/clcBd42c@-5d96-649a-2853-338caBcd5a2e/balances”

Ta
“transactions": {

"href": "svlfaccounts,/clcB42cO-5d96-6495-e853-830cadod5ale/transactions™
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Request GET /v1/accounts/{account-id}/balances

Path parameters

account-id

The account identification assigned to the created resource

Request header

X-Request-ID

Consent-ID

Authorization

ID of the request, unique to the call, as determined

man r
G EI) by the initiating party
mandatory
mandatory Oauth2 authorization bearer token

Response code

200 OK

The request has succeeded

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Response example

"account": {
"iban™: "LTOOOOOOOCO000000",

“currency”: "EUR"

Ta
"balances™: [
{
"balancedmount"™: {
"currency™: "EUR",

"amount": "487.@2"

Fa
"balanceType": "interimfvailable”,

"refterencebate™: "2021-81-85"
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Get transactions list

Request GET /v1/accounts/{account-id}/transactions

Path parameters

account-id

The accountidentification assigned to the created resource

Query parameters

dateFrom

Starting date (inclusive the date dateFrom) of the transaction list, mandated if no
delta access is required.

dateTo

bookingStatus

withBalance

size
page
query

End date (inclusive the data dateTo) of the transaction list, default is "now" if not
given.

Permitted codes are ,booked”, ,pending” and ,both“

If contained, this function reads the list of transactions including the booking
balance, if granted by the PSU in the related consent and available by the
ASPSP.

Number of transactions to return
Page of results to return

Query for search in creditor, debtor (name or IBAN) or description.

Request header

X-Request-ID

Consent-ID

Authorization

Accept

ID of the request, unique to the call, as determined

mandatory by the initiating party
mandatory
mandatory Oauth2 authorization bearer token
in current version of API application/json is onl
mandatory supported PP /i y

Response code

200 OK

The request has succeeded

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

43



PSD2 API developer’s documentation v0.9

Response example

{
"account": {
“iban®: " LTH00OO00COORO00000" ,
"currency™: "EUR"™
I
"transactions"”: {
"pending”: [
{
"transactionId™: " XOOOOOCOOO0COCONCOGONGO0ON0NNHNON0ONN" ,
"endToEndId™: “LT-X0000000000000",
"hookingDate™: "2821-84-27",
"walueDate": "2821-84-27",
"transactionAmount": {
"currency"s "EUR"™,
"amount": "-@.36"
Ty
"creditorName": "Swedbank AB",
"creditordccount”: {
"iban™: "DEXOCOCOGOOOONONOOCCHNNNT"
"currency": "EUR"
Ty
"remittanceInformationUnstructured™: "Paskirtis uz daikta £45566"
¥
1,
"_links": {
"next": {
"href”: "/vl/accounts/clc@a522-444F-75cd-e853-8308ca8cBel92/transactions,/ *dateFrom=2821-82- 28&dateTo=2021-685-81&
bookingstatus=B0TH&page=1&size=15&query=food+and+drinks"
s
"last": {
"href”: "fvl/accounts/clc@R522-444F-75cd-ed53-0308caBcBel92/transactions/ *dateFrom=2621-82- 28&dateTo=2021-85-21&
bookingStatus=B0TH&page=21&size=15&query=food+and+drinks"
}.‘
"gccount™: {
"href": "/vl/accounts/clc@b522-4441-F5cd-ed53-838catc@ela2”
s
"First": {
"href®: "/vl/accounts/clc@6522-444F-75cd-ed53-838cadclel93 /transactions/ 2dateFrom=2021-82- 288dateT0o=2021-05-01&
bookingstatus=B0TH&page=0&size=15&query=food+and+drinks"
¥
¥
L
¥

Get transaction details

Request GET /v1/accounts/{account-id}/transactions/{transaction-id}

Path parameters

account-id The account identification assigned to the created resource

This identification is given by the attribute resourceld of the corresponding entry of

transaction-id S
a transaction list.
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X-Request-ID

Consent-ID

Authorization

ID of the request, unique to the call, as determined

mandator
¥ by the initiating party
mandatory
mandatory Oauth2 authorization bearer token

Response code

200 OK

The request has succeeded

Response header

Content-type

Possible value: application/json

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Response example

i

"transactionDetails": {

3.5 PIS endpoints

"transactionId": " MOCO0COOOOCOCONOOGOONCOGOONONONN0NNNN0NN" |
"endToEndId": "LT-1234567894",

"bookingDate™: "2821-84-19",

"valusbate™: "2821-84-19",

"transactiondmount”™: {

"currency™: "EUR",
"amount": "-@.38"

1

"creditorName”: "Swedbank AB",

"creditorAccount™: {
"iban": "DEXCOCOOCOCOCOOCONNO00G" ,
"currency": "EUR"

T

"remittanceInformationUnstructured”: “Paskirtis uz daikta 445565"

Payment states transitions

During the payment process payment, states could be changed eventually (Figure 15). Some state changes
could be achieved via external endpoint call and other changes are achieved during an internal isolated
process. After successful payment initiation call, payment state will be changed to PDGN (pending). This
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means that payment was created but not authorized yet by the PSU and will not be proceeded further. In
this state, a payment could be canceled using delete payment method without any authorization need.
After payment deletion, the state will be changed to CANC (canceled). From this state, no other state could
be reached. The payment should be created from the beginning. After successful payment authorization,
one of the two states could be reached. To which state will be transited to depends on some predefined
internal conditions. If no conditions are applied to the payment an ACSC (accepted settlement completed)
state will be set. This means that the payment settlement on the debtor ‘s account has been completed.
The payment is ready to be executed. If some validation and execution error occur during the process, then
the payment will be rejected and the state will be changed to RICT (rejected) state. From this point, no
further state changes could be reached. Such payment should be initialized from the beginning. If some
internal conditions are applied, then in such case PATC (partially accepted technically correct) state will be
set. This means that some internal approvement process should be applied. During this state, payment
could be canceled at any time, but the cancelation process should be authorized by the PSU via start the
authorization process for the cancellation of the addressed payment endpoint. If the TPP tries to cancel
payment via delete endpoint, then it will receive a link inside JSON response to the payment cancellation
endpoint. Also, payment could be rejected if some validation error occurred during execution process
otherwise current ACFC state will be changed to final ACSC state.

Initiate payment

Y

Cancel payment

Authorize SCA auth method

++++++++++++ P Internal proccess flow

—p  PSD2 proccess flow

PATC ~ ———— Payment cancellation SCA

BICEC  peessssssssssssmsssssssnsnss Validation errorsssssss= d

‘ Payment finished
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During this approach TPP must send Tpp-Redirect-Preffered header set to true. This means that payment
will be authorized in redirect approach. Also, there are two ways how payment authorization object will be
created in redirect manner: implicit and explicit. Implicit method will create authorization object during
initiate payment call. No sequential calls are needed. A scaRedirect steering link will be added to the initiate
payment JSON response. Following this redirect link a PSU will be redirect to the LCKU payment summary
and SCA selection and approval form where PSU must enter their PIN2 credentials. Also, Aspsp-Sca-
Approach: REDIRECT header will be added to the response. Using explicit method TPP will have to make
additional call for consent authorization object creation. A separate call starts the authorisation process for
a payment will create consent authorization object and return scaRedirect steering link inside JSON
response. Same as in implicit method following this redirect link will redirect PSU to the LCKU payment
summary and SCA selection, approval form. It is highly recommended to use implicit method with SCA
redirect approach.

AKREDITO UNUA SVARDAS PAVARDE

LKU

Kredito pervedimas SEPA

Mokétojo saskaita LT00501020000000000
Gavéjo vardas, Swedbank AB
pavardé/pavadinimas
Gavéjo saskaita DE89370400000002013000
Suma ir valiuta 0.36 EUR
Paskirtis Paskirtis uz daikta 445566

Prasome jsitikinti, ar §] kontrolinj koda rodo Jasy iSmaniojo
jrenginio ekrane” 9495

Jeigu kodai sutampa, operacijos patvirtinimui prasome
vesti PIN2 koda.
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Initiate payment redirect approach

TPP POST ~ilfpayments/sepa-credit-transfer PSD2 AP'
] Tpp-Redirect-Preffered=falze
44 Create consent I » Consent created
e e | T,
PsU .. e
explicit .
HTTP 201 Payment initiated response :
fransactionStatus, paymentld, startAuthorisation, scaStatus, € :
status
POST iv1/paymenisisepa-credit-transfer/paymentld/authorisations
Start the authorisation Lo S +  Authorization object
process for a payment J - created :
HTTP 201 Auhotization object created response
scaStatus, authorizationld, scaMethods, <+ E
selectAuthenticationMethod
............................................................................................................................................................. z
: implicit P
HTTF 201 Payment initiation response H
fransactionStatus, paymentld, startAuthorisation, scaStatus, €
status
e ] HTTP 302 Redirect scaRedirect R
scaRedirect link I -
N Show payment details and
SCA form (PINZ)
4
Q n Choose SCA method and enter details
)I\
PsU CheckscaSiatus | p----=====sscscsescscsesrmscssssmsas s s s s >
b HTTP 302 Redirect TPP-Redirect-URI
¢ Show TPP-Redirect-URI [ Redirect PSU to TPP-
link - l Redirect-URI
PSU ;

Query authorized
payment data

L J

Figure 17. Initiate payment redirect approach
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The main difference of redirect approach from decoupled is that PSU must enter their credential details in
ASPSP environment. In decoupled approach an explicit authorisation method only exists this means that
TPP has always to make additional calls to the API after create consent call execution. In the first step TPP
has to call initiate payment endpoint without Top-Redirect-Preffered header or setting this header value to
false. In response TPP will get startAuthorisation steering link. In the second step TPP must start
authorization process for a payment initiation using HTTP POST method. After executing this call TPP will
receive a list of available SCA methods inside scaMethods array and selectAuthenticationMethod hyperlink
in the JSON response. SCA methods list should be depicted in TPP environment so that PSU could select
preferred SCA method (mobile signature, smart ID etc.).

scaStatus": "received”,
"authorisationId": "9effcSfa-2439-4cc@-95a8-bdbd27dledla",
"scaMethods™: [

"guthenticationType™: "PUSH_OTP",

"authenticationMethodId”: "SmartId”,
"name": “"Smart-ID",
"explanation”: "Morédami prisijumgti su Smart-ID turite atsiziysti nemokamg programéle i savo
iZmanyji telefong ar planiZetini kompiuteri.”
h
].l
" links": {

'‘selectfuthenticationMethod™: |
"href": "/vlipayments/sepa-credit-transfers/
FFDE2B42D968787F2254D0FDEDT 2E8636CACAD3AA4CI23CABEDIDBAEAEE20ACE// authorisations/
Geffc5+a-2430-4cc0-95a8-bdbd27d16d1a"

ts
'scaStatus”: {
"href": "J/vl/payments/sepa-credit-transfers/
JFDE2B42D968787F2254D0FDEDT 2E8636CACAD3AA4C323CABEDIDBAEABE20ACE/ authorisations/
Seffchfa-2439-4c08-95a8-bdbd27d16d1a"
¥

After PSU selects method TPP should initiate update PSU data for payment initiation call executing
selectAuthenticationMethod link with PUT HTTP method and JSON request body with
authenticationMethodld which contains method ID from the SCA methods list .

"authenticationMethodId”: “{{authentication-method-1id}}"

During this call ASPSP must initialize internal SCA providers process which will push OTP challenge data to
the PSU device and adds same challenge code data to the JSON response of the update PSU data for
payment request. PSU must confirm this challenge using PIN2 code. If the confirmation was successful
payment transaction status will be changed from PDNG (Pending) to ACSC (AcceptedSettlementCompleted)
and authorization object will be finalized. If the authorization is unsuccessful payment transaction status
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will not change but authorization object status will be changed to failed. In this case TPP should start
authorization process from the second step: start the authorization process for a payment initiation. More
information about request and response structure could be found in the 58 page.

Initiate payment decoupled approach

TPP PSD2 API

POST ivlipayments/sepa-credit-transfer

'1 Tpp-Redirect-Prefiered=false
Initiate payment _J : Consent crealed

1
PsU
HTTP 201 Payment initizted response
fransactionStatus, paymentld, startAuthorisation, scaStatus, €
status
POST fvifpaymenis/sepa-credit-transferpaymentld/authorisations
Start the authorisation -1 Tpp-Redirect-Prefiered=false o Authorization object
process for a payment _J - created
HTTP 201 Auhotization object created response
scaStatus, authorisationld, scaMethods, <
selectAuthenticationMethod
PUT i1/paymenis/sepa-credit-fransfer/paymentld/authorisations
authenticationMethodld, scahuthenticationData
{ Upcate PSu Dataror | | »  SCAmethod selected
payment J
ittt H-=--========mmmmmm PUSH challenge data------------====--------=---- SCA provider initizted
v ¥
Confirm SCA (PINZ) HTTP 200 Auhotization object updated response
challenge data chosenScaMethod, challengeData, scaStatus -
PSU
'1 GET fvil/paymenis/sepa-credit-transfer/paymentld/authorisations/authorizationld
Check scasiatus _J >

Query authorized
payment data

S
v
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Request POST /v1l/payments/{payment-product}

Path parameters

payment-product

The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

Request header

X-Request-ID mandatory
Authorization mandatory
PSU-IP-Address mandatory

TPP-Redirect-Preferred optional

TPP-Nok-Redirect-URI optional

TPP-Redirect-URI

ID of the request, unique to the call, as determined by
the initiating party

Oauth2 authorization bearer token

The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP. If not available, the TPP shall use the IP Address
used by the TPP when submitting this request.

If it equals "true", the TPP prefers a redirect over an
embedded SCA approach. If it equals "false", the TPP
prefers not to be redirected for SCA. The ASPSP will then
choose between the Embedded or the Decoupled SCA
approach, depending on the choice of the SCA procedure by
the TPP/PSU.

If this URI is contained, the TPP is asking to redirect the
transaction flow to this address instead of the TPP-Redirect-
URI in case of a negative result of the redirect SCA method
URI of the TPP, where the transaction flow shall be
redirected to after a Redirect. Mandated for the Redirect
SCA Approach (including OAuth2 SCA approach),
specifically when TPP-Redirect-Preferred equals "true".

Request body

endToEndldentification

SEPA end to end reference id field

Debtor account object with iban and currency

debtorAccount mandatory
elements
. Instructed payment amount has amount and
instructedAmount mandatory
currency elements
. Creditor account object with iban and currency
creditorAccount mandatory
elements
creditorAgent optional
creditorName mandatory Title/name of the creditor
creditorAddress optional

remittancelnformationUnstructured optional
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Request example (remittance unstructured)

i
"endTocEndIdentification": "LT-1234567204",
"debtorfccount™: {
"currency™: "EUR",
“iban®: "L THO0000COO0COONN00"
}.l
"inztructedimount”: {
“amount”: @.36,
"currency™: "EUR"
¥a
"creditordccount™: {
"currency™: "EUR",
"iban™: "DEXOCODOCOOCONN0000C"
}.l
"creditoriame"”: "Sswedbank 48",
"creditordddressT: {
"puildingMumber®: "25-9g",
“"townMame": "Kaumas",
"country": "LT",
“"postCode™: 98233,
"streetMame”: "5t 111"
}.l
"remittanceInformationUnstructured™: "Paskirtis uz daikta 445566"
h

Request example (remittance structured)

1

"endToEndIdentification™: "LT-123456789a",

"debtordccount™: {
“iban™: " LTOO0O00OOO00O000000" ,
"currency": "EUR™

s

"instructeddmount”: {
"currency": "EUR",
“amount™: "@.36"

¥s

"creditorAccount™: {
"iban": "DEXCOODOOOOCOOO0OON" ,
“currency™: “EUR"

s

"creditorbame": "Swedbank AB",

"creditorfddress": {
"streetName": "5t 111",
"puildingNumber®: "25%-9&",
“townMame": “"Kaunas",
“postlode”: "9@8233",
"country™: "LT"

Ts

"remittanceInformationStructured”: {
“reference™: "1981 testas"

H

¥
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Response code

201 Created The request has been fulfilled and has resulted in one or more new resources being

created
Response header
Location Location of the created resource (if created)
X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are: REDIRECT or DECOUPLED

Response example (TPP-Redirect-Preferred = true/false/null, TPP-Explicit-Authorisation-Preferred = true)

{
"transactionStatus": “PDNG",
"paymentId": "e9255CDC1527AFIFF3I2EEB283E5619402A35DE3E64E04C929E3ECI4ASEDL4EEA",
"transactionfFeelndicator®: false,
" links": {
"self": {
"href"™: “/vl/payments/sepa-credit-transfers/s
69258 1527AF1FFI2EBR203BB619402435DE3B6AEDAC929B3ECI4AIBOAEEA"
}J
"startAuthorisation™: {
"href": "fvl/payments/sepa-credit-transfers/
69258CDC1527AF1FFI2EBR203B6619A62A35DE3664ED4C929B3EC14A3BD44EEA/authorisations™
Ts
"status": {
"href™: "fvl/payments/sepa-credit-transfers/s
69258 C1527AF1IFFI2ERBB203BBE619402A35DE3BEAEDS 9 29E3ECI4AIBOMAEEA/ status”
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Response example (TPP-Redirect-Preferred = true, TPP-Explicit-Authorisation-Preferred = false)

{

"transactionStatus": "PODNG",
"paymentId”: "YFDE2B4ZD9687EVF225409FDEDT2EG030CACEAD3AA4CIZ23CABEDIDEAE4EE20ACE",
"transactionfFeelndicator”: false,
" links": {
"selfT: {
"href": "/vl/payments/sepa-credit-transfers/s
JFDE2B420063787F2254D9FDEB07 2EB636CACAD3AAACI23CABEDYDSAE4B320ACB"

Ts
“scaStatus™: {
"href": "/vl/payments/sepa-credit-transferss
7FDEZBA2D9687B7F2254D9FDEDT 2EG63ACACADIAALCIZ3COEBDIDBLEABE2BACE authorisations/
§85f4b72-1674-48de-8f1la-6Ffod55900020"
Ts

"scaRedirect™: {
"href": "https://psd2.i-unija.lt/pavment/885Ff4b72-1674-46de-8F1a-8F6d55968020/"

ts
“status": {
"href": "/vl/payments/sepa-credit-transferss
JFDE2B42D0637B7F2254D9FDBD7 2EB636CACAD3AAACIZICABEDODBAEABE20ACB /status"

Get payment transaction status

Request GET /vl/payments/{payment-product}/{payment-id}/status

Path parameters

The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The

ayment-product . .
pay P supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

Request header

ID of the request, unique to the call, as determined by

X-Request-ID mandatory o

the initiating party
Authorization mandatory Oauth2 authorization bearer token
Accept optional JSON only supported

Response code

200 OK The request has succeeded
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Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response example

"transactionstatus": "PDNG"

Get payment request

Request GET /v1/payments/{payment-product}/{payment-id}

Path parameters

The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The

ayment-product . .
pay P supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

Request header

ID of the request, unique to the call, as determined by

X-Request-ID mandatory o

Authorization mandatory Oauth2 authorization bearer token

Response code

200 OK The request has succeeded

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party
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Response example (remittance unstructured)

L
"endToEndIdentification": "LT-12345&7898",
"debtorfccount™: {
"iban™: " LTHOO0OOOOO00OO0000M ",
“currency": "EUR"
ta
"instructedamount”: £
“currency”: "EUR",
“amount": "@.36"
s
"creditordccount™: {
"iban™: "DEMOCOOOOOOOOONONG",
“currency": "EUR"
s
"creditorMame": "Swedbank AB",
"creditordddress™: {
"strestName™: "5t 111",
"puildingMumber®: "2%-9&8",
“"townMame": “"Kaunas",
"postlode": "9@233",
“country™: "LT"
s
"remittanceInformationUnstructured™: "Paskirtis wz daikta 445566™,
"transactionStatus": “PDHNG"
¥
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Response example (remittance unstructured)

i

"endToEndIdentification": “LT-1234567898",

"debtorfccount™: {
"iban™: "LTXOO0000000M00000000™M ,
“currency": "EUR"™

Ta

"instructedfémount™: {
“currency": "EUR",
“amount™: "@.356"

Is

"creditordccount™: {
"iban™: "DEXOOOOOOOOROOOOCOR" ,
“currency”: "EUR"™

}.‘l

“creditorflame": “Swedbank A4B",

"creditordddress™: {
"strestlame": "S5t 111",
"puildingMumber®: "25-9&",
“"townMams": "Kaunas",
"postlode": "908233",
“country”: "LT"

ta

"remittanceInformationstructured™: {
“reference™: "18@1 testas"

Ta

"transactionstatus": "PDNG"

h

Delete payment

Request DELETE /v1/ payments/{payment-product}/{payment-id}

Path parameters

The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The

ayment-product . .
Pay P supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

Request header

ID of the request, unique to the call, as determined

X-Request-ID mandatory T e

Authorization mandatory Oauth2 authorization bearer token
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204 No content

The request has succeeded

Response header

X-Request-ID

The server has successfully fulfilled the request and that there is no additional
content to send in the response payload body

Start the authorization process for a payment initiation

Request POST /v1l/payments/{payment-product}/{payment-id}/authorisations

Path parameters

payment-product

The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

payment-id

The payment identification assigned to the created resource

Request header

X-Request-ID
Authorization
TPP-Redirect-
Preferred
TPP-Redirect-URI
TPP-Nok-Redirect-
URI

Content-Type

mandatory

mandatory

optional

conditional

conditional

optional

ID of the request, unique to the call, as determined
by the initiating party
Oauth?2 authorization bearer token

If it equals "true", the TPP prefers a

redirect over an embedded SCA

approach.

Mandated for the Redirect SCA Approach (including
OAuth2 SCA approach), specifically when TPP-Redirect-
Preferred equals "true"

Mandated for the Redirect SCA Approach (including
OAuth2 SCA approach), specifically when TPP-Redirect-
Preferred equals "true". Needed for not ok redirect URI

Content type application/json

Response code

201 Created

The request has been fulfilled and has resulted in one or more new resources being

created
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Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are REDIRECT or DECOUPLED

Response example (TPP-Redirect-Preferred = false)

{
"zcaStaetus": "received”,
"authorisationId”: "9effcSfa-2439-4cc@-95a8-bdbd27d16d1a",
"scaMethods™: [
"authenticationType™: "PUSH_OTP™,
"authenticationMethodId”: "SmartId”,
"name": "Smart-ID",
"explanation™: "Horédami prisijungti su Smart-ID turite atsisiysti nemokamg programéle i savo
iZmanyji telefonag ar planietini kompiuteri.”
T
1,
" links": {
"selectiuthenticationMethod™: {
"href": "/vl/payments/sepa-credit-transfers/
JFDEZB42D968767F2254D9FDEDT 2EB63ACACAD3AAACIZICABEDODBAE4E820ACE /fauthorisations/
SeffcSfa-2439-4cc@-95a8-bdbd27d16d1a"
Ts
“scastatus”: {
"href": "/vl/payments/sepa-credit-transfers/
JFDEZB42D968767F2254D9FDEDT 2EB63ACACAD3AAACIZICABEDODBAE4E820ACE /fauthorisations/
SeffcSfa-2439-4cc@-95a8-bdbd27d16d1a"
T
H
¥

Response example (TPP-Redirect-Preferred = true, TPP-Redirect-URI=http://....)

"scastetus”: "received”,
"guthorisationId”: "Bbell929-b918-47a4-5218-5384473d5c1be",
" links": {
"scaRedirect™: {
"href": "https://psd2.i-unija.lt/payment/8bello29-b918-47ad-a218-88447@d5clbe/"

T
“scasStatus™: {
"href": "/vl/payments/sepa-credit-transfers/
7FDE2B420965757F2254D9FDB0T7 2EG636CACADIAAAC323CABEDIDBAE4E320ACE/ authorisations/
Boell929-b916-47a4-a218-584478d5c1be™
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Update PSU data for payments (only for decoupled method)

Request PUT /vl/payments/{payment-product}/{payment-id}/authorisations/{authorisation-id}

Path parameters

payment-product  The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

authorisation-id Authorisation object ID

Request header

ID of the request, unique to the call, as determined

X-Request-ID mandator o

9 ¥ by the initiating party
Authorization mandatory Oauth2 authorization bearer token
Content-Type optional Content type application/json

Request body

Select authentication method from list provided by start

authenticationMethodld mandatory .
authorisation process response

Request example

"authenticationMethodId”: "{{authentication-method-1id} "

Response code

The request has been fulfilled and has resulted in one or more new resources being

2 K
000 created

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are: REDIRECT or DECOUPLED

60



PSD2 API developer’s documentation v0.9

Response example

i
"chosenscaMethod”: {
"authenticationMethodId™: "SmartId"
ta
"challengebata™: {
“data™: [
"8915"
]J
"optpFormat®: "integer"”,
"additionalInformation™: “Smart-ID parasas"
ta
" links"™: {
TzelfT {

"href": "/vl/payments/sepa-credit-transferss

B2a27EASBADBGOBERSEE1F 227 86EGGFEZA4AEZLIIERDIOF533385F3ATEIEI 2A4F"
ts
"scastatus":r {

"href": "/vl/payments/sepa-credit-transfers/s
B2a27E4ASBADBEOBERSBS1F22786ESGEFEZAMAEZLIERBAIOFS33305FBATEIEI2A4F fauthorisations/
95082e3f-2bff-4b4]1-B60e-3bdd221dd51a"

ts
"status": {

"href": "/vl/payments/sepa-credit-transfers/s

B2a27EASBADBGOBERSES1F 22786EGGFEZAL4AEZLIIERDIOF533385FBAVEIEI2A4F /status”

b

"scaStatus": "started",
"psuMessage™: "Smart-ID paraias”

Read the SCA Status of the payment authorisation
Request GET /vl/payments/{payment-product}/{payment-id}/authorisations/{authorisation-id}

Path parameters

payment-product  The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

authorisation-id Authorisation object ID (in case of payment authorisation)

Request header

ID of the request, unique to the call, as determined by

X-Request-ID mandatory e ey

Authorization mandatory Oauth2 authorization bearer token
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Content-Type optional Content type application/json

Response code

The request has been fulfilled and has resulted in one or more new resources being

200 0K created

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response example

"scaStatus": "finaliszed”

Get Payment Authorisation Sub-Resources

Request GET /vl/payments/{payment-product}/{payment-id}/authorisations

Path parameters.

payment-product  The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

Request header

ID of the request, unique to the call, as determined

X-R t-ID dat .

eques mandatory by the initiating party
Authorization mandatory Oauth2 authorization bearer token
Content-Type optional Content type application/json

Response code

The request has been fulfilled and has resulted in one or more new resources being

200 OK
created
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X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Response example

"guthorisationIds": [

"89e31e32-96cd-439d-9eb3 -d964b V855",
“fide3bel-1cie-42c@-9927 -4f8eTaaiedc",
"ef335daf-24688-4ded-810a -co@4464db5 by

Start the authorization process for the cancellation of the addressed payment

Request POST /v1/payments/{payment-product}/{payment-id}/cancellation-authorisations

Path parameters

payment-product

The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

payment-id

The payment identification assigned to the created resource

Request header

X-Request-ID
Authorization
TPP-Redirect-
Preferred
TPP-Redirect-URI
TPP-Nok-Redirect-
URI

Content-Type

mandatory

mandatory

optional

conditional

conditional

optional

ID of the request, unique to the call, as determined by
the initiating party

Oauth2 authorization bearer token

If it equals "true", the TPP prefers a

redirect over an embedded SCA

approach.

Mandated for the Redirect SCA Approach (including
OAuth2 SCA approach), specifically when TPP-Redirect-
Preferred equals "true"

Mandated for the Redirect SCA Approach (including
OAuth2 SCA approach), specifically when TPP-Redirect-
Preferred equals "true". Needed for not ok redirect URI

Content type application/json

Response code

201 Created

The request has been fulfilled and has resulted in one or more new resources being

created
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Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are: REDIRECT or DECOUPLED

Response example (TPP-Redirect-Preferred = false)

{

"scaStatus": "received”,

"authorisationId”: "1f45d%e8-6cd8-485e-8a7d-da%6f7bcasb2”,

"scaMethods": [
"authenticationType™: "PUSH_OTP®,
"aguthenticationMethodId": "SmartId”,
"name": "Smart-ID",
"explanation™: "Norédami prisijungti su Smart-ID turite atsisiysti nemokamg programéle i savo

iZmanyji telefong ar planZetini kompiuteri."”

1,
" links": {
"gelectduthenticationMethod”: {

"href": "/vl/payments/sepa-credit-transfers/
2723ECEDASFOFSBEDBI9ER3DOF520546CD1ABBEFB1F7EF3CIEACOFEBAFDBARES/ cancellation-authorisations/
1f45d9eB-6c48-485e-8a7d-da%6f7bcadb2"

ts
"scasStatus": {

"href": "/vl/payments/sepa-credit-transfers/
2723ECBDASFBFSBEDBI9ER3DOF520546CD1ABBEFE1F7EF3CIEACOFEEAFDBABES/ authorisations/
1f45d9eB-6c48-485e-8a7d-da%6f7bcadb2"

Response example (TPP-Redirect-Preferred = true, TPP-Redirect-URI=http://....)

i
"scaStetus": "received”,
"guthorizationId": "d2a3es3f-8dcd-46Fb-aldd-Jaesd36lbe32”,
"_links": {
"srafedirect™: {
"href": "https:/ psd2.i-unija.lt/payment/cancellation/d2a3es3if-adcd-46Fb-aldd-Iaesd3Islbed2/ "

ts
"scastatus™: {
"href": "/vl/payments/sepa-credit-transfers/
2723ECBD4SFBFSEEDEI9EEIDOF52D546CD1ABEBSFE1F7EFICIEACOF BBAFDBABES authorisations/
dia3eg3f-8dcd-46fb-aldd- 3aebd3clbe32"”
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Update PSU data for payment initiation cancellation (only for decoupled method)

Request PUT /v1/ payments/{payment-product}/{payment-id}/cancellation-
authorisations/{authorisation-id}

Path parameters

payment-id The payment identification assigned to the created resource

authorisation-id Authorization object ID

Request header

ID of the request, unique to the call, as determined

X-Request-ID mandatory R I e
Authorization mandatory Oauth2 authorization bearer token
Content-Type optional Content type application/json

Request body

Select authentication method from list provided by

authenticationMethodld mandatory L
start authorization process response

Request example

"suthenticationMethodId": "{{

guthentication-method-1d}}

Response code

The request has been fulfilled and has resulted in one or more new resources being

200 OK
created

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Aspsp-Sca-Approach Possible values are: REDIRECT or DECOUPLED
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Response example

"chosenScaMethod™: {
"authenticationMethodId": "SmartId”
Ts
"challengeData™: {
“data™: [
"55la"
1.
"gtpFormat™: "integer",
"additionalInformaétion”: "Smart-ID parasas"”
bs
" links": {
"selfT: {

"href": "Svl/payments/sepa-credit-transfers/

18E193CRBAR1A2ACACTADEDSBFCBADE14305014ADC TEGGEBALC 383343 2A8D1F6F"
s
"scastatus™: {

"href": "fvlipayments/sepa-credit-transfers/
153E193CEBAR102AC6C7ODEDSEBFCEADE14306014ADCTERDSEBACIB33432ABD1IF6F/cancellation-authorisations/
4a2fasbc-32F2-4157-5092-14b6b6G2T9dE"

ts
"status": {

"href": “Svl/payments/sepa-credit-transfers/

13E193CEEER1A20C6C7ADEDSEFCBASE14395914ADCTEGSEB4AC35334324BD1F6F / status"

T

"scaStatus": "started”,
"psuMessage™: "Smart-ID paraias"

Read the SCA Status of the payment cancellation authorisation

Request GET /vl/payments/{payment-product}/{payment-id}/cancellation-
authorisations/{cancellation-id}

Path parameters

payment-product  The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

cancellation-id Authorisation object ID (in case of payment cancellation authorisation)

Request header

ID of the request, unique to the call, as determined by

X-Request-ID mandatory T e ey
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Authorization mandatory Oauth2 authorization bearer token

Content-Type optional Content type application/json

Response code

The request has been fulfilled and has resulted in one or more new resources being

200 OK
created
Response header
X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response example

"scastatus": "finalised”

Get Payment Authorisation Cancellation Sub-Resources

Request GET /vl/payments/{payment-product}/{payment-id}/cancellation-authorisations

Path parameters.

payment-product  The addressed payment product endpoint, e.g., for SEPA Credit Transfers (SCT). The
supported product is: sepa-credit-transfers

payment-id The payment identification assigned to the created resource

Request header

ID of the request, unique to the call, as determined by

X-Request-ID mandatory e

the initiating party
Authorization mandatory Oauth2 authorization bearer token
Content-Type optional Content type application/json

Response code

The request has been fulfilled and has resulted in one or more new resources being

200 OK
created
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Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response example

i
"guthorisationIds": [
"69231e32-95cd-439d-9e2h3 -d964bT 855",
"fAde3dbel-1cTe-42cl-9927 -4F0272a78edc",
"ef338d8f-2488-4ded-818a -ebB4464dbSbT"
1
h

3.6 PIISP endpoints

Confirmation of funds request

Request GET /v1/funds-confirmation

Request header

ID of the request, unique to the call, as determined by

X-Request-ID mandatory the initiating party

Authorization mandatory Oauth2 authorization bearer token

Request body

cardNumber optional Card Number of the card issued by the PIISP.
account mandatory PSU’s account number.

vee optional The merchant where the card is accepted as an
pay b information to the PSU.
. Transaction amount to be checked within the funds
instructedAmount mandatory

check mechanism.
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Request example

"instructedfmount™: {
"le.a1",
"currency™: "EUR"

"amount"”:

s
"payee”: "Check24",
"account™: {
"bban": "1111111311",
"currency™: "EUR"™,
"iban":

Response code
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LT ™

200 OK The request has succeeded

Response header

X-Request-ID

ID of the request, unique to the call, as determined by the initiating party

Response example

"fundsAvailable":

true
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4. Extended PSD2 services

4.1 Recent beneficiaries

Request GET /v1/recent-beneficiaries

Query parameters
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accountID An IBAN of an account

Request header

X-Request-ID mandatory
Authorization mandatory
Content-Type optional

ID of the request, unique to the call, as determined by

the initiating party
Oauth?2 authorization bearer token

Content type application/json

Response code

200 OK The request has succeeded

Response header

X-Request-ID ID of the request, unique to the call, as determined by the initiating party

Response example

"recentBeneficiaries": [

{

"debtoradccount”: {

b

"iban": "LTE45202222200000030"

"creditordccount™: {

b

"iban": "LTSEE0@cdzazo9000a30"

"creditorMame™: "LCKU wnion™
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5. Additional info

5.1 Error codes

Global errors
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HTTP code  TPP Code TPP text Description

400 SCA_METHOD_UNKNOWN Unsupported authentication method  Unsupported authentication method
for PSU.

401 SERVICE_BLOCKED Unknown certificate QWAC certificate revoked or invalid.

401 SERVICE_BLOCKED Internet bank agreement is not active  User internet bank agreement is not
yet active. As a result, internet bank
cannot be used.

401 TOKEN_UNKNOWN Unknown or expired access token Access token expired. Refresh token
grant should be executed.

401 TOKEN_INVALID Unknown refresh token Refresh token expired. User should
relog in.

403 SERVICE_BLOCKED Forbidden User is authenticated but has no role to
access resource.

404 RESOURCE_NOT_FOUND The addressed resource not found The addressed resource not found.

500 INTERNAL_ERROR Internal error Internal error occurred.

Authentication and authorization

HTTP code  TPP Code TPP text Description
400 FORMAT_ERROR Unknown authorization Invalid authorization id.
400 FORMAT_ERROR Failed authorization User initiated login but failed it.
L logi fail
400 FORMAT_ERROR Expired authorization User initiated login but failed to
complete it in a time.
Authorization code was returned but
400 FORMAT_ERROR Unknown authorization code system failed to exchange it to access
token in a time.
401 PSU_CREDENTIALS_INVALID PSU credentials invalid User provided incorrect PSUID or
personal code.
403 SERVICE_BLOCKED User blocked User is blocked.
403 SERVICE_BLOCKED Refused authorization User initiated login but refused it in
- Smart ID / Mobile ID application.
Consents
HTTP code TPP Code TPP text Description
400 CONSENT_UNKNOWN Consent unknown Consent was not found, incorrect
- consent id.
401 CONSENT_EXPIRED Consent expired Consent expired and new should be
initiated.
401 CONSENT_INVALID Consent invalid Consent was invalidated.
Accounts
HTTP code  TPP Code TPP text Description
400 FORMAT_ERROR Missing bookingStatus Missing bookingStatus query
parameter.
bookingStatus query parameter value
400 FORMAT_ERROR Invalid bookingStatus value is not both, pending, booked or
information.
400 FORMAT_ERROR size should be a positive number size query parameter value Is zero or
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negative.
400 FORMAT ERROR page should be a positive number or page guery parameter value is
- zero negative.
400 PERIOD_INVALID dateFrom must be a past or present dateFrom query parameter value is
date from future.
400 PERIOD_INVALID dateTo must be a past or present date gl?tfrz_o query parameter value is from
400 PERIOD_INVALID dateFrom must be earlier or equal to dateFrom query parameter value is
dateTo after dateTo parameter value.
. dateFrom query parameter value
400 PERIOD_INVALID No f)lder than 90 days transactions are signals about access to transactions
available
older than 90 days.
Payments
HTTP code  TPP Code TPP text Description
400 FORMAT_ERROR Unknown payment Invalid payment id
400 FORMAT_ERROR Unknown authorization Invalid payment authorisation id.
400 PAYMENT _FAILED Failed authorization User initiated payment authorisation
- but failed it.
400 PAYMENT_FAILED Expired authorization User initiated payment authorisation
but failed to complete it in a time.
User initiated payment authorisation
400 PAYMENT_FAILED Refused authorization but refused it in Smart ID / Mobile ID
application
400 PAYMENT_FAILED Insufficient funds for paying Insufficient funds.
400 PAYMENT FAILED ngt.or account number invalid or .|V|ISSI.ng debtor account number or it is
- missing invalid.
400 PAYMENT FAILED Cr'ed'ltor account number invalid or .l\/l'lssmg creditor account number or it
missing is invalid.
400 PAYMENT_FAILED Creditor name is invalid or missing Missing creditor name or it is invalid.
400 PAYMENT_FAILED Debtor account number closed Payment being initiated from closed
- debtor account.
400 PAYMENT_FAILED Creditor account number closed Payment being initiated from closed
creditor account.
400 PAYMENT FAILED Debtor account blocked Payment being initiated from blocked
- debtor account.
400 PAYMENT_FAILED z(?sbsti?];account currency is invalid or Missing debtor account currency.
Creditor account currency is invalid or L .
400 PAYMENT_FAILED missing Missing creditor account currency.
. . Unsupported payment type being
400 PAYMENT _FAILED Payment forbidden on this type of initiated using specified debtor
account
account.
400 PAYMENT FAILED Payment.an_munt exceeds single Paerlent reguest amount _ex.ceeds
- transfer limit maximum single transfer limit.
Payment amount exceeds daily Payment request amount exceeds
400 PAYMENT_FAILED . . . o
- transfer limit maximum daily transfer limit.
400 PAYMENT FAILED Creditor account cannot match Debtor  Creditor and debtor account numbers
account matches.
400 PAYMENT _FAILED Creditor bank is not SEPA reachable P ol LT o el it
bank that does not support SEPA.
400 PAYMENT FAILED .Structure.d or uns.tructured remittance ?tructure:d or uns.tructured remittance
information required information required.
Remittance information structure Structured or unstructured remittance
400 PAYMENT_FAILED does not comply with rules for information does not comply with
payment type rules.
Unable to process payment due to
400 PAYMENT_FAILED Unable to process payment
unknown reason.
403 SERVICE_BLOCKED Incomplete KYC KYC is missing or incomplete.
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